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A records management systems is now a necessity
for all organisations — but where to start?
ANDY ELLWOOD talks to a specialist consultant

and maps out a strategy

N the days before computers
were widespread in business and
government, life used to be
relatively simple. Information
tended to grow slowly. It was
hard to get hold of information —
gso no one asked. In offices
throughout the country, paper
records were meticulously and labori-
ously created and filed. Photocopiers
Were rare, so copies were rare — unless
they were created with carbon paper.
It was frustrating, labour intensive and
slow, but it worked and legislation was
minimal. If information is power, then
only a few people in the organisation
attained that power.

For people of my generation, the
image of & typical workplace fod to us
through television was of beige offices
populated by men in brown checked
suits shouting at mousy secretaries to
“get that file” from a bank of grey
filing cabinets,

Those days (if they ever existed in
such a stersotypical and sexist way) no
longer exist. It is indisputable that the
widespread adoption of technology has
made businesses more efficient and
opened up more possibilities for all
But these improvements have brought
with them new issues and complica-
tions that need to be addressed.

Alongside the growth of technology,
the notion of the information society
also grew. Unfortunately, the technology
that was developed to help manage this
information has been largely instru-
mental in creating it. A couple of years
ago, researchers at University of
California, Berkeley estimated that the
amount of information created in the
previous two years was larger than the
total amount of information recorded in
the whole of previously recorded time.

People have now become used to the
idea of getting information when they
want it. Companies are no longer
prepared to wait weeks or months for
sales or customer data. Data prolifer-
ates faster than the systems and
vegulations needed to control it. This is
of particular coneern in the whole area
of personal information that is now
routinely collected by business and
governments alike,

The main différence between a
madern, paperless office and a
truditional beige one is that the
paperless office uses more paper. One
of the downsides of new technology is
that people still prefer to read
information from paper and so kecp
printing it out. In 2002, University of
California st Berkeley caloulated that
offices worldwide used 43pc more
paper than they did in 1999
Technology not only caused new types
of information to be created, but also
caused much more traditional data to
be created. Organisations are getting
hit by o data double whammy.

As regulations caught up with the

situation, technology moved the
goalposts and invented new methods of
communication such &s email, SMS
and instant messaging (IM). It was
inevitable that some order would need
to be imposed on the chaos. As a result,
effective records management has
become an increasingly essential part
of modern organizations, but the real
issue is whether they recognise it.

Act drives uptake

In the public sector, the main driver
has been the Freedom of Information
(FOI) Act, 1697, All records relating to
individuals personally, whenever they
were created, and all other records
ereated after 21 April, 1998 must be
capable of being identified and
retrieved quickly for FOI purposes.
Although there has not been
something as important and as
singular as this in the private sector,
the increasing emphasis an caorporate
compliance and the various associated
shredding scandals that led to this
have created an environment where
this is also important.

Agcording to Martin Bradley, a
leading Irish records management
consultant: “The private sector has
been a little slower in addressing
records management, primarily
because of the lack of any single piece
of legislation to drive interest in the
area, such as the FOI Act.”

By comparison, the drive for FOI has
galvanised the public sector to invest in
records management sclutions, us
there had been a significant decline in
this area during the Eighties.

Bradley continues: “The key element
that drove records management from
within FOl was the inclusion of the
clause that institutions could only
charge for the retrieval of information
or schedule it for destruetion within
the terms of a stated records manage-
ment policy. If you were not able to
find information, or it took wvast
quantities of staff time to find
information to respond to a request, it
was your responsibility, The fear of
being swamped by requests for
information that couldn't be found led
many public bodies to seriously
examine their requirement for proper
records management systems.”

Another element in the FOI drive
towards good records ment is
one of embarrassment. The FOI
legislation is policed by the Office of
the Information Commissioner, a body
that has the power to carry out an
investigation at any time into the
practices and procedures adopted by
public bodies and present this to & joint
committee of both houses of the
Oireachtas,

During reviews, the commissionar
may find examples of poor record
management because of fundamental
flaws in a particular organisation’s
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vecord management policy. To
illustrate this and the issues that can
lead to this, in 2002, the commissioner
discovered that the Defence Forces
“appeared to be having difficulty” in
locating records concerning applica-
tions to join the Irish Army. What
transpired was that from the Eighties
until 2002 there had been no policy in
place relating to the maintenance of
records relating to unsuccessiul
applications in some of the commands
and brigades of the Defence Forces.
For those records that could not be
found, there was no record nf their
destruction or information re| to
what may have happened to them. Just
a8 the commissioner was
whether to earry out a formal review,
the Defence Forces themselves
recognised shortcomings in this area
and had started work on a formal
records management policy.

Case sensitive
Where shortcomings in records
management concern sensitive and
personal data, the issues can be far
reaching. In July 2002, the Department
of Health and Children started a
prqect.lulnﬂeacthemmrdnlt.hu
nmmemmg people who, as children,
were in the care of the State. There

| were apparently a large number of

ganmﬂmasthatmenmnad individu-

als and thess were not catalogued. One

of the ressons why the department

embarked on this project was the [act

that it was getting a large number of

requests for information under FOI
tion

!

urpeoplat,ryingw[indwt.ahnut
their past, it must be frustrating — not
to mention suspicious — if their
requests for information are refused
hecause that data cannot be found.

of a proper records management policy
“is directly linked to inefficiencies and
inoreased costs” and that its policy of
keeping everything indefinitely was
"inadequate and would leave the Office
uunhiammpemt.hﬂmgrowmgm
records”. It provides a
usef'u.l pointer for other organisations
and iz available at www.oic.govie/
264e_3c2.htm.
Emdlayammthnndnczﬂnwnhun
powerful incentive for businesses to act
— albeit for the wrong reasons: “Many
businesses have come to the area as 8
reactive measure, especially in the
wake of tribunals and legal investiga-
tions where their inability to lay their
hands on necessary documentation has
been o source of embarrassment,”

To properly galvanise the private

sector in the same way as the public
sector,  Bradley lieves  the
Government needs to put out a single
piece of legislation that covers all
records managament, ts for
companies and elarifies the situation in
u definitive way.

'The average
organisation makes
19 copies of each
document, spends
€120 in labour
searching for a lost
or misfiled
document, loses one
out of every 20
documents and office
workers can each
spend 400 hours per
year looking for

lost files’

“Most of the legal framework that
affects records management, especially
requirements for things such as

permanent periods and retention
med:s. is hidden away in & swathe of

tion such as the Organisation of
ing Time Act, 1997, the Safoty
Health and Welfare at Work Act, 1986,
the Electronic Commerce Act, 2000,
the Data Protection Act (including the
Data Protection (Amendment) Act,
2003) and many more, so you really
need to know your way around the
different acts in order to be really
compliant.”

Bradley reckons most businesses and
government bodies are “protty good”
about their records nt, but
don't necessarily have the most
effective or systematic approach.

Even without legislation, there are
some convineing economic arguments
for adopting an official records
management policy. At the moment,
companies are so seared of throwing
anything away that might be needed
later they often hoard vast quantities
of unneeded, unused documentation,
This ‘let’s be on the safe side’ policy
may seem cheaper than investing in a
records management policy, but it is a
short-term approach that hides signif-
icant business benefits,

Bradley feels that the first benefit
such a policy brings is to give organisa-
tions the confidence to safely dispose of
extraneous paperwork, knowing that
their legal obligations have been
checked and there is a schedule and

for doing this, "As a rule of
thumb, about 40pe of what is held in
offices can be classed as extraneous in
this context — the savings in the
physical cost of storage and the

manpower needed to perform it can be
significant.

“Money can also be saved by helping
organisations lay their hands on the

information they need, when they need
it. The average organisation es 18
copies of each document, spends €120
in labour searching for a lost or
misfiled document, loses one out of
evary 20 documents and office workers
can each spend 400 hours per year
looking for lost files. As between ipe
and 5pe of all documents are misfiled,
this is not really surprising. The
potential for cost savings is significant
and provides fairly return on the
investment in estahhshmg the policy,”

Bradley explains.

Ireland lagging

At the moment, countries such as the
US, UK and Australia are ahead of
Ireland in developing this records
management culture, but Bradiey feels
Irish companies will cateh up fast, once
they see the significant savings to be
made. In an increasingly competitive
world market, any measures to
improve efficiency and cut costs tend
to be grabbed by businesses with both
hands.

These policies have tended to relate
to the management of traditional data,
but the increasing use of technology is
causing speeific problems that can be
addressed in o records management
poliey.

One of the first errors organisations
make is to assume that because
information is being stored electroni-
cally, then it is the responsibility of the
IT department and not the records
management policy. Any communica~
tion that documents a business
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transaction or funetion should be
classified as a record and this includes
emails, spreadsheets and databases, as
well as more traditional paper-based
records, It is the content that is
important — not the medium.

Bradley agrees that the newer
technologies have also created extra
problems — in addition to them adding
to the amount of recards being created.
“There is no doubt that email, IM and
SMS have opened up & can of worms
for many organisations. For instance,
many firms involved in share trading
have had to freeze out their employees
from IM products such as Yahoo!/
MSN Messenger for fear of sensitive
information being leaked.

“The real danger is that employees
view these forms of communication as
being personal, whereas they are in
fact business transactions. Thay can be
easily traced to the issuing organisa-
tion, so a clear policy must be in place
for these services to ensure nothing
libellous or containing sensitive
business information about the
company or its clients is inadvertently
passed on,” he warns.

Email is a key area here. Many
people are quite ruthless at maintain-
ing an empty inbox, whereas others
tend to only delete information when
quotas are breached. In both cases, key
company records could be destroyed. If
companies recognise the importance of
email in this context they tend to keep
everything just in case. The issuing of

idelines on which email constitutes a

usiness record and mechanisms to file
them accordingly will help ensure
obligations are met, while minimising
UNNECEsSATY SLOPAER COStS.

To meet the demand for standards in
this area, the International Standards
Organisation (180) launched the first
standard in this area in 2001 It is
named, in typically romantic Swiss
fashion, ISD 15489 — Information
and Documentation — Records
Management. Aimed at those respon-
sible for setting policies, standards and
guidelines for information manage-
ment wi organisations, it is now
possible to attain accreditation in [SO
15489 from the National Standards
Authority of Ireland.

The standard was put together by
experts from Europe, North: America,
Asia and Australia, who jointly reached
agreement on & clear and systematic
approach to the essentials of record

ing.

At the time of its launch, Robert
MeLean from the ISO technical
committee that drew up the standard
was quoted as saying it "clearly shows
how an organisation can syst
and effectively improve its record
keeping — and do so in such a way that
the business objectives are supported.
Senior management will be able to
identify tangible benefits such as
reduced costs and better managed
risks, thereby contributing to better
corporate governance”. For those

burden on their business this should be
 nice bonus for them.

In the absence of a single piece of
legislation, this standard may well act
as the catalyst the private sector needs

records

develop quality policies and procedures
from the Nineties because of the
requirements of legislation, but
because there was an internationally
recognised standard — [SO 9000 — the
attainment of which was used to
signify that the organisation had
developed systems to help improve
their business and, therefore, their
customer care,

It soon became common for
businesses to only agree to do business
with organisations that had achieved
1SO 8000 and so it became a sell
perpetunting approach. Bradley thinks
150 15489 will spon achieve the same
level of significance because it “reflects
a commitment to good record keeping
and assures clients and regulatory
bodies that your organisation takes
records management seriously, with all
the benefits to efficiency that entails™.

He continues: “Before there was no
benchmark for records management,
but this standard allows organisations
to clearly show that they organise their
information efficiently, which [ suspect
will have a major impact on which
companies” get chosen, especially for
government contracts, in the future”

Reasons for records

The benefits in terms of efficiency,
savings and compliance have

been discussed, vet some people still
need to be convinced. The Public
Record Office of Northern Ireland
(PRONI) provides another powerful
illustration of the need for efficient
records management.

Under the UK's so-called 30-year
rule, many unpublished state papers
are released to the public after a 30-
year period each January, This year
that means we should now have access
to papers covering a defining moment
in Northern Irish history — the power-
sharing executive of 1974 and its

Records breakers

Here are the common mistakes made by

collapse. This is of particular interest
to historians and politicians, given the
current political situation.

Minutes of meetings and the daily
operation of the executive would
provide a clear picture of what
heppened and may help to understand
what subsequently happened.
Unfortunately these have all gone
missing. 1t was reported in The Irish
Times in January that a PRONI
spokesman had confirmed the organi-
sation's inahility to find the missing
files. The context has arguably given
these papers more importance than
they would normally have received, but
it is an embarrassingly
public failure of records management.

As we have seen, these failures have
also happened here. In addition to being
inefficient, it can also create suspicion.

When, for example, a mémber of the ,r

public is told that an FOl reguest
cannot be met because the records
cannot be found, the first thought that
comes to him or her is that something
is being hidden. This tends to colour
any future correspondence on this issue
and does no favours to anyone.

Another example of the damage
saused by missing files is provided by
the recent nursing homes charging
affair — a lot of the publicity in the
press and from the Opposition focused
on the inability of the investigation to
find documentation to support various
versions of events.

You may tend to believe these
circumstances are caused by cock-up
and not conspiracy. Unfortunately,
there are also plenty of conspiracy
theorists around and they tend to

appear when information is not
available. This complicates any
situation. '

Therefore, a solid records manage-
ment policy can also significantly
contribute to your public image and
reputation. Not only will it allow you to
save money and time, but it also helps
you to save face.

For more information and guidance

on records management visit

mwwwmmhim Jde/consult.html  or
info@archives.ie,
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